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Protection Measures for Merchant Ships:
Piracy and Armed Robbery are a Maritime Energy Security concern
by F. de Rosa1, H. Davies2

1. STO Centre for Maritime
Research & Experimentation
2. FLIR Systems Ltd, UK

Abstract
Piracy and armed robbery have re-emerged in the last decades as a global security threat, which poses a risk not only for
the seafarers’ safety, but also for our eco-nomic well-being, as maritime transport is a key factor that underpins international trade and global energy supplies.
It has been recognized by the international community that adequate and cost effective solutions are needed to protect
merchant ships and energy supply lines.
Protection Measures for Merchant Ships (PROMERC), is an European Union’s Seventh Framework Programme project,
which aims at reducing the vulnerability of EU merchant fleets and maritime supply lines to piracy and armed robbery,
providing a layered approach to planning, routeing and threat reduction. The concept is to provide integrated tools which
will enable informed decisions and an improved choice of counter measures.
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Fig. 1. Main Marine transport routes

1. Introduction
Largely as a consequence of failed
states and social instability, piracy and
armed robbery have re-emerged in
the last decades as a global security
threat, which poses a risk not only to
ship’s crew and passengers safety,
but also to our economic well-being,
as maritime transport is a key factor
that underpins international trade and
global energy supplies. In fact, energy markets rely on safe Sea Lines of
Communication, as about the 63% of
the global oil production is transport by
sea (based on data of 2013).
Piracy, armed robbery and sea-based
terrorists threaten the flow of energy.
In fact, the High Risk Areas (Horn of
Africa and Indian Ocean, West Africa,
South China Sea and Strait of Malacca,
Caribbean region) are characterized
by some of the major energy supply
routes and chokepoints (fig.1). An example of this are: the Strait of Hormuz
and the Strait of Malacca, which alone
accounted in 2013 for the passage of
27.2 million barrels per day. Vessels
travelling in these regions become attractive targets, both to terrorist and
non-terrorist attacks.
Piracy as defined by the UN Convention of the Life at Sea (UNCLOS)
is any illegal act against ships or the
people and property onboard the ship,
committed for private ends on the high
seas. Armed robbery has been defined
in the IMO Code of Practice for the Investigation of the Crimes of Piracy and
Armed Robbery against Ships as any
illegal act against ships or the people
and property onboard the ship, committed for private ends within a State’s
internal waters, archipelagic waters
and territorial sea. Those definitions
imply that the fight against piracy and

Fig. 3: PROMERC approach

armed robbery has not only major economic implications, but also political,
ethical and social ramification.
2. Non-military protection
measures for merchant ships
It has been recognized by the international community that the long term
solution to piracy and armed robbery
requires building more stable states
and tackling poverty. This is a long
and complex process with many political issues and implications. In the
short term, cost effective solutions
to protect merchant ships, their crew
and maritime supply lines are needed.
Military Operations (e.g. NATO Operation Ocean Shield, European Naval
Force Somalia - Operation Atalanta,
U.S. Naval Forces Central Command
Combined Task Force 151) have been
effective, but the available resources
cannot guarantee military intervention over the millions of square kilo-

meters of sea of the High Risk Areas.
Moreover, within the territorial waters
the mandate of the international task
forces does not allow intervention as
the coastal state authorities are responsible for security related matters.
Therefore, non-military self-protection
measures are considered of primary
importance.
3. PROMERC Project
Protection Measures for Merchant
Ships (PROMERC), is an ongoing European Commission’s Seventh Framework Programme funded project,
which aims at reducing the vulnerabil-

Fig. 2: PROMERC logo
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Fig. 4: Route Optimizer

ity of European Union (EU) merchant
fleets and maritime supply lines to piracy and armed robbery, therefore reducing the overall risk and associated
economic and human costs.
There are a large number of nonmilitary defensive options available
to shipping companies, but there is
scant information about their effectiveness and the cost-benefit of their
use, especially when deployed in
combination. Given the wide range
of protection options with little understanding of their effectiveness, shipping companies could spend large
sums without achieving significant
risk reduction. To enable informed
decisions, PROMERC has adopted a
holistic approach (fig. 3) when analyzing the available protection options,
encompassing not only an evaluation
14

of the utility of technology, but also
considering the influence of less easily
quantifiable aspects, such as political
–economic-ethic-social-legal– envi-

ronmental factors, training and Standard Operational Procedures.
The use of digital information has
become increasingly common place
in the maritime environment since
the introduction of electronic charts
some 60 years ago. In particular, Naval Command and Control systems
have used digital data to characterise
the battlespace to increase situation
awareness and to drive Tactical Decision Aids.
However, beyond the development
of electronic charts for navigation the
adoption of digital information to support commercial maritime activities
has been relatively limited to date.
PROMERC seeks to leverage military
doctrine (layered defence) and tools to
assist situation awareness to mitigate
the risk presented by piracy.
The timing may be expeditious for
the exploitation of digital data, but a
barrier to adoption has recently been
overcome with the mandatory carriage
of electronic chart display and information systems (ECDIS). The development of a new, more versatile standard
– S-100 standard by the International
Hydrographic Office (IHO), to replace
S-57 standard for encoding electronic
navigational charts (ENCs) for use in
ECDIS will align ENCs with the ISO
19100 series of geographic information standards. This will make ENCs
interoperable with other ISO/TC211
standards and profiles such as NATO
DIGEST and should facilitate the pro-

Fig. 5: Risk map

vision of digital information to shipping.
4. PROMERC results
PROMERC has developed a CounterMeasures Manual and the consortium
is currently working on the integration
of the components of an automated
voyage planning support tool (Route
Optimizer) and an automated onboard Tactical Decision Aid (TDA).
Furthermore, PROMERC will provide
recommendations on further improvement of counterpiracy measures.
The Counter-Measures Manual provides a practical guide for shipping
companies to assess the vulnerability
of their ships to piracy and the possible
piracy counter-measures, their effectiveness, cost benefits and their political, economic, ethical, social, legal
and environmental implications. Both
a hard copy and an online version
have been developed. The CounterMeasures Manual is based on a userconfigurable database. This will allow
shipping company to better express
their attitude towards single countermeasures, tailoring the manual to their
needs, in order to make an informed
decision. The same database will be
used as input to the Route Optimizer
(fig. 4) and the on-board TDA.
Once a vessel and Counter Measures
have been selected for a particular
voyage, the Route Optimizer provides
shore based decision makers with a
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tool to assist in planning the vessel’s
route. The route optimiser takes into
consideration ship’s characteristics,
available piracy counter-measures
and historical and near real time information (e.g. METOC conditions and
piracy threat), balancing between risk
mitigation and additional costs asso
ciated to rerouting.
The tool creates dynamic risk maps
(fig. 5) for the duration of the voyage
and then uses an advanced evolutio
nary algorithm to create a route which
minimises risk. Once he is content the
voyage manager can send these to
the ship.
The optimised route, risk maps, the
databases and models provided to the
ship will be integrated with shipborne
data in an onboard TDA tool (fig. 6),
that will work both as a stand-alone
tool or supported by a land based information centre.
This decision support tool will at any
time, based upon real time threat assessment, calculate the risk level for
the initially determined route, provide
situation sensitive best practice guidance and raise a warning whenever a
threat level threshold is passed. The

Fig. 6: On-board Tactical Decision Aid

Route Optimizer and on-board TDA
prototypes are currently being deve
loped and will be tested and evaluated
by end-users during normal shipping
operations in early 2016.
Besides the innovative PROMERC
tangible results, the research condu
cted has highlighted some interesting
elements.
The most comprehensive source of
piracy events data that has been analyzed is the IMO database. Due to
the fact that a piracy events database
only records piracy events, this leads
to an inability to properly calculate the
occurrence rates. In fact, while success rates may be biased within the
dataset, due to under –or over– repor
ting of events, the occurrence rates
are defined as the number of events
divided by the overall shipping population, which is difficult to obtain reliably.
Moreover, a number of important
information is collected in narrative
form, which can lead to difficulties in
the analysis and inconsistencies. In
order to improve on future data collection and analysis it would be useful
to provide more standardized report
forms, including for example a list of all
known counter-measures. Moreover,
other useful information should be included or better defined, such as the
attacker behavior, environmental data,
time of attack, number of attacking
vessels and mother-ships.
At the beginning of the project Political,
Economic, Ethi-cal, Social, Legal and
Environmental (PEESLE) factors were
assumed to have mainly a negative
impact in the overall counter-measure
utility. During the analysis it became
clear that they could have a positive
impact on many of the counter-measures identified, for example the use
of armed guards leads to a reduction
of insurance costs.
Through the strong involvement of
15

MARITIME SECURITY
end-users into the PROMERC project
(Moller-Maersk and Oldendorff) it became clear that crew safety plays a vital role in the security policies of shipping companies. Therefore, they show
a strong preference for the adoption of
Standard Operational Procedures and
low technology, that can be operated
without exposing the crew members
to the attackers, and which do not require intensive and costly training nor
♦
♦
♦

should lead to a sensible escalation of
force.
5. Conclusions
Due to the strategic importance of the
Sea Lines of Communication, a significant level of resources has been spent
in the effort to protect those vital assets
from terrorist and non-terrorist attacks,
with the primary aim of ensuring the
security and economic well-being of

our nations. Piracy and armed robbery
are issues that have always existed, in
fact they are endemic in some areas of
the world, but in the last decade they
have re-emerged as a strategic maritime threat. Cost effective solutions to
protect merchant ships and our energy
supply chain are needed and non-military self-protection measures have to
be considered solutions of primary importance, to complement the military
operations and legal instruments.
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